IOT SECURITY

Keep hardware in mind
when securing MQTT with TLS

 The IoT will only succeed if users can trust connected devices and their underlying infrastructure, say Stéphane Di Vito and Michael Jackson
Nowadays it seems as if every device
that is controlled remotely via the
internet is referred to as “smart”.
However, it is not very smart for these
same devices to provide a way for an
intruder to enter and burgle homes or
to hack into a business network and
sabotage a production line.
Message queueing telemetry
transport (MQTT) is fast becoming
the de facto communications protocol
for the IoT. It is a low-power, eﬃcient
protocol designed for use by devices
with constrained bandwidth. For
example, it can be used in a factory
environment to allow communication
between a sensor or actuator and a
controller. Devices (clients) send
(publish) or receive (subscribe to)
information (messages) about a
particular topic of interest (Figure 1).
The MQTT broker is responsible for
receiving all messages, ﬁltering them,
deciding who is interested in them
and then publishing the message to all
subscribed clients. The broker may be
(but need not necessarily be) located
in the cloud. Figure 2 represents a
typical MQTT scenario to monitor and
control a remote air conditioning unit.
Securing MQTT
MQTT relies on the transmission
control protocol (TCP). However,
by default, a TCP connection is not
secure. To secure communications,
many MQTT brokers use transport
layer security (TLS) instead. For
cloud‑based

session keys, compromised private
client authentication keys, and use of
poor cryptographic implementations
with low‑quality random numbers.

Figure 1: Message queueing telemetry transport (MQTT) terminology

Figure 2: A typical MQTT scenario, monitoring and controlling an air conditioning system

brokers, the use of TLS is a mandatory
requirement to ensure authenticity,
security, and integrity.
One of the advantages of the TLS
protocol is that it can be integrated
easily into any application using freely
available software libraries. A typical
TLS implementation is shown in
Figure 3, opposite.
However, even with a
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bug‑free TLS stack, the integration
and use of the TLS library within the
software may still be ﬂawed. Common
weaknesses of a TLS integration in
an embedded device include skipped
certiﬁcate veriﬁcation, use of weak
cipher suites, insuﬃcient protection
of a certiﬁcation authority certiﬁcate,
exposure of

Securing TLS
There is a minimum set of rules to
follow to have a truly secure TLS
scheme and avoid these pitfalls.
Protecting session keys while in use,
using secure cryptographic algorithms
with a robust implementation and
safely storing the client’s private
authentication keys are among the
most important.
It is also critical that the TLS
implementation does not introduce
excessive overhead on the application
processor.
The secure IC shown in
Figure 4 (opposite) can inherently
prevent many of the vulnerabilities
of a TLS implementation. Figure 5
shows how this secure IC can be used
to secure MQTT communication in
the same air conditioning application
example as shown in Figure 2.
One of the advantages of this
hardware‑based approach is that the
secure IC stores certiﬁcate authority
root certiﬁcates inside its internal
nonvolatile memory. These can only
be replaced using public key‑based
strong authentication. Typically, a
remote administrator performs this
function and is the only entity that
owns the private key required to
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Figure 3 (above): A typical TLS implementation

Figure 4 (right): Maxim’s DeepCover cryptographic
controller is for embedded devices

Figure 5: Hardware-based security can enable public key infrastructure (PKI) for securing
devices on a network

disclosed (and therefore cannot be
copied).
Additionally, the part performs all
cryptography calculations, so there
is no extra burden placed on the
application processor, while all critical
assets remain physically isolated from
the general application.
A major beneﬁt is that custom
keys and certiﬁcates can be
pre-programmed by the IC

Mbed operating system, Arduino, and
embedded Linux.
The MQTT communications
protocol for IoT devices was originally
designed to work with TCP, but this
has been supplanted by TLS, which
provides greater security in device
communication.
Although it is a well‑understood
protocol, the steps necessary to
overcome vulnerabilities can be
addressed with a hardware-based
solution that provides a secure way
to implement TLS in IoT devices
for MQTT with the highest level of
security. 

manufacturer’s hardware security
module (HSM) on request.
IoT integration
Integrating this secure IC into an
IoT device is straightforward. It can
be plugged into the serial peripheral
interface (SPI) or I2C bus of an
existing system.
The software provided integrates
into common frameworks such as
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access the secure IC. This device
also manages the TLS handshake
phase, guaranteeing that so‑called
man‑in‑the‑middle attacks are always
prevented.
Server certiﬁcates are always
veriﬁed before use. It will refuse to use
an arbitrary public key or certiﬁcate
for further signature veriﬁcation.
Before use, this server’s certiﬁcate
must be signed by a valid certiﬁcation
authority whose certiﬁcate is already
present in the part.
As sessions are computed using
cryptography based on high-quality
random numbers and no side-channel
leakage, session keys do not leak.
Client authentication is performed
using private keys securely
locked within the IC’s long-term
memory, therefore clients cannot
be impersonated. Those keys are
always generated internally using a
high-quality random number generator
and cannot, by design, be extracted
from the IC.
Weak cipher suites cannot be used –
only ECDHE‑ECDSA with AES‑CCM
or AES‑GCM and SHA‑256 (or
higher) cypher suites are available.
The IC only allows client
authentication once secure boot
has succeeded. If the application
processor’s ﬁrmware and conﬁguration
have not been successfully veriﬁed, it
renders the authentication private key
unusable.
It can also detect whether its own
package enclosure has been opened
and responds by destroying the
authentication key. In this way, the
client device can only be authenticated
as being genuine if it has not been
tampered with.
Importantly, devices featuring this
secure IC cannot be cloned. Each
individual part contains a unique
private key which cannot be
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